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Quick start. Suppose you’re in charge of a network with 
hosts running the NetTerm NetFtpd FTP server under 
Windows 2000. Knowing that older versions of this soft-
ware had known vulnerabilities, you decide to test the 
security of your network setup. 

Let’s see how this can be done using the msfconsole 
tool from the Metasploit Framework.

Metasploit stores exploit parameters as environment 
variables, so running an existing exploit is simply a matter 
of providing the required variable values. We’ll start by 
selecting an exploit to use – the show exploits command 
lists available exploits. 

Now enter the use netterm _ netftpd _ user _ overflow 
command to load a buffer overflow exploit for the NetFtpd 
server. Note that the prompt changes.

Now specify the IP of the host to be tested by setting 
the RHOST environment variable using the command set 
RHOST 10.0.0.1. Note that environment variable names 
must be written in capital letters. You can also specify 
the remote port using set RPORT 21. In this case that’s not 
strictly necessary, since the service under attack runs on 
a known port, but it’s a good habit to get into.

The modular structure of Metasploit allows a variety of 
payloads to be included in one exploit, making it easier to 
find the right payload for the job. 

You can view the available payloads using show 

payloads. We will use win32 _ bind to open a connection to a 
remote shell session on a specified port (in this case 4444) 
– the command to do this is set PAYLOAD win32 _ bind.

Now you just need to enter exploit to execute the 
exploit. As Figure 1 demonstrates, the attack was suc-
cessful. We now have access to a Windows system 
shell on the remote host and can execute any com-
mand with the privileges of the user who started the 
FTP server – in Windows systems, that would often be 
the administrator. 

The user of the compromised system should be 
notified that their FTP software needs updating or 
replacing.
Other useful features. Metasploit is also a powerful 
platform for exploit and shellcode development, featur-
ing a number of tools for analysing executable files, 
both in ELF format (Linux) and PE format (Windows). 
It is also possible to obtain a process core dump while 
the process is running, which makes it much easier 
to analyse applications in search of instructions and 
return addresses.

Less experienced Metasploit users will appreciate the 
friendly Web-based interface. Running the msfweb pro-
gram allows access to the framework via http://localhost:
5555, with all the functionality of the console-based inter-
face presented in a user-friendly format.

Updating the exploit library is a simple matter of run-
ning a single command.
Disadvantages. The Web-based interface can only be 
used to execute exploits. Other Metasploit Framework 
functionality is available from the command line only.
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Metasploit is a development environment designed to ease the work of penetra-
tion testers and network security analysts, featuring a comprehensive exploit 
library and a set of tools for developing new exploits.
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Figure 1. Running an exploit Figure 2. Metasploit web interface


